Reem AlHusain and Ali Alkhalifah — The Evaluation of Fallback Authentication

Project description

This study explores the direction of fallback authentication research, knowledge gaps, and areas of future
work through a systematic literature review. In addition, this study aims to improve security and usability
of fallback authentication focusing on static security questions. The security and usability of static security
questions are analysing in this study through conducting online experiment spanned in two part. The study
aims to explore different objectives. First, the study explores the effect of question features. Second, the
study explores the effect of using supporting methods to compose memorable answers. In addition, this
study investigates the effect of following user guidance in composing secure answers .

The approach in this study will be quantitative by an experiment survey. The population of the study will
be different of the demographic details (gender, technical background, educational, and method of
creating and saving knowledge-based authentication data). The experiment survey structured to be in
multi languages language (English and Arabic) to be accessible by all audience. The link of the survey
will be available online to participant and they can fill it in any time. The time spent in each question will
be recorded, in order to measure usability feature. Participation will be voluntary by email message; the
data will be analysed using the Security Model Testing and different methods of usability testing. This
study used google Apps script to create the experiment survey.



The Evaluation of Fallback Authentication

Email Message
Dear Participant,

You are being asked to volunteer in a research study, ‘Study on Fallback
Authentication Methods’. The purpose of the study is to explores effected factors on
user authentication by security challenges questions. If you agree to participate, your
part will be to complete:

Experiment 1: a short experiment and several simple questions.

Experiment 2: after 15 days, Experiment 1 will be repeat in order to measure your
memorability of your answer.

The experiment parts should take no more than 20 minutes of your time.

Your User ID is:

(For the purpose of comparing your answers in Experiment 1 and Experiment 2)

The link of Experiment 1: Experiment 1
To enable a clear screen view, it is recommended to open the link by computer

browsers.

If you have any questions contact Reem AlHusain, e-mail: 391214359@qu.edu.sa

Thank you,
Research team


https://script.google.com/macros/s/AKfycbx8s1ytzcmBs-WTOyr0fO0rix62AO3R2GWpEohuj1madXk8bRCxlxmdOb1zaK535X7Gtg/exec
mailto:391214359@qu.edu.sa

Survey Questionnaire

Please fill the following fields
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User-1d (<l 43 )

Email optional (_kis) o STV 4 )

Age(=)
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18-23
24-34
35-45
50 or older

Gender (o)

o
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Male (_US?)
Female ()

Education(alxill)
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High school (45l
Diploma (psk)
Bachelor (s 51%2)
Master degree(Lsixals)
Ph.D. degree(e_sS)
Other(s_3))

Technical background (4l 4:a1a11)

(0]

No background(4dla aa 53 ¥)
Medium background (i sie 4:11)
High background or specialist 4:413)
(Ui 5 dJle

You select passwords and answers to the
security questions based on:
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Complex words (338 ilalS)

Your method to vave authentication data
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By automatic login and credentials
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By written dawn (s Gk o)




o By memorize and using helping
methods e.g., shortcuts and your
own code Gk aladiul aa SXill)
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Note:

The next part includes the experience

Follow the instructions attached to each page and review your answers to the question before moving
to the next page

Note that: returning to the previous page is not available, and this is in order to measure the time
spent factor

In addition, it must be reminded that this is the first part of the experiment, and after a while, this
experiment will be repeated to test the user's memorized of the answers

By considering of not keep the plain text of the answers in any way, this is in order to measure the
memorability factor

Note that all data will be used for the purpose of the study only

Thanks,




Partl:
Js¥ s all

Section one contains: (Q1 and Q2), try to answer them by a strong and memorable answer,
A Aty Sl Alg g Adal Ailal S0 ¢ g J oY1 Nigeall)zpanay J 681 5 5o

The goal in this section (measure your memory level )
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Q1.1 From the list below, select your favorite
class in high school

Ay oaY Alda pay bl Aladal) alall Aailll) Cpa 33

O OO OO0 OO OO0 O0

Arabic ax_all a:ll

Math <laaly )

Geography Ll xal
Chemistry ¢basl

Computer Science sl osle
Physics bl

English 4 alai¥) 4

History gl

Biology u=_Y) cla e
Psychology and Sociology il ale
glaally

Q1.2 What was your teacher's name of this
course?

Balall el ST e.u\ o (K

Q2 Your dream job or business is ?

ﬁ%\&gﬁm‘g!@‘g




Part2:
RN

Section two contains four question (Q3&Q4&Q5&Q6). These question you have to answer
them by using aid tools. You can find a complete description of the aid tools below:

(M&O&E&Y Jipm) Ainad dayjf (panialy AGY £ 500
AL Ao £3UaY) cliCay B Luvall (3 el JalS grada g (s bua Alsa g aladiuly AL o3 o LlaY) iy

click here

The goal in this section (measure the effect of aid tools in composing strong and memorable

answer)

SN Alg g Adal e (oS3 o B bl gkl aladiu) 50 A8 2a gb dgadl (e AN 5 ) e Ciagd)

Note that:
v You should not use the same examples and/or formulas given in the above methods

You should create your own formula and steps.

v You can apply your formula to answer all questions in section 2, which contains a
note of must use aid tool to answering.

v You should never share your formula with anyone.
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https://drive.google.com/file/d/1U-BerfeGxebTYyQhxp4nT3U9xcF-ptnT/view?usp=sharing

Q3 After an achievement in your work, name
the favorite vacation place?
Sdand) 8 Sl dlidan aay dll Juadal) 5aY) lSa anl 58 La

*Must apply aid tool to answer
* facbua A3y b o alaie Yl L) Gy tdiadl

Q4 Write a description of the the image below
oL 3 guall Ciua i

*Must apply aid tool to answer
* Bacbu A8y jh o alaieWl L) Gy tdiadl

Q5 What is your favorite mobile applications?
i) diily iy ala

*Must apply aid tool to answer

* paclua 43y jh o slaieYU AlaY) o 1 Aadl

1. Your answer must be at least 8 characters
long

2. Your answer must contain at least one
upper case, one lower case, one number
and one special keyboard character.

3. Your answer should not contain personal
information such as name, id, and date of
birth.

4.  Your answer should not be easily
guessable

5. once you start typing your answer the
text background will become on red color
and after fulfill a condition 1 and 2 text
background will back to a white color
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Q6 Select an English words that you usually
pronounced correctly?
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*Must apply aid tool to answer
* §aclua 45yl o alaie Wl LlaY) quay il

1.

2.

Your answer must be at least 8 characters
long

Your answer must contain at least one
upper case, one lower case, one number
and one special keyboard character.
Your answer should not contain personal
information such as name, id, and date of
birth.

Your answer should not be easily
guessable

once you start typing your answer the
text background will become on red color
and after fulfill a condition 1 and 2 text
background will back to a white color
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Part3:
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Section three contains four questions «just select the answer that you think can remember it
later.
Bay W S liCey daliiely LA g el Apuliall Ay o) dlile Jadd (Alind day ) o (g giag CIEN ¢ 5ol

The goal of this section measures the effect of recognition mechanism in graphics based and
behavior-based guestions
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Q7 From the list below, select the image that o Imagel
reflects your hobby o Image 2
oL} Aadlll) (e iyl gh (ulai Al 3 gaal) A o Image 3
o Image 4
| 1 | 2 |
mage mage mage 3 o Image5
Image 4 Image 5 Image 6 o Image6
Image 7 Image 8 Image 9 o Image?7
Image 10 Image 11 Image 12 o Image 8
o Image?9
o Image 10
o Image 11
o Image 12
Q8 IF Your national ID Expiration date is in o Before 6 months (sl % J8)
this year, in which of the available options o Before 3 months (s ¥ Jé)
you may select to renew it? o Before 2 months (cruss )
55 5 ) D ) 530 33395 .l e )y g4 1S 13 o Before 1 month (& J2) )
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Q9 What was the color of your first mobile
phone?

G Jgana LA Jgt G gd NS N3la

Color picker option
O paad jbd

Q10 In case you invited to attend a formal
event, what the most thing you will think of?

Ghdisas o ST 98 Lo dpans ) dpualia ) puaal i g3 o5 Jla
Ly

Preparation to arrive at the exact
time (S:al) cdglly ) gaal)

Thinking about your wearing style
and selection (dugia Gaadiy daiud)
al)

Exited to meet people and
conversation (Uil Jaldy gl dLka)
Think about the time you will spend

(B ASa gl g Apilial) B30 )




Participant evaluation
(d Ldiall ﬁ;ﬂ)

Thank you so much for your participant, we truly appreciate your support.Finally, we are
happy to know your feedback by answering the following points:
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Strongly | Agree | Neutral | Dissagree | Strongly
agree @ ga laa Gilse s£ | dissagree

Bady (3 9 @¥sa 8
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The level of recall answer in questions o o o o o
of section three (the choicess) is high

(At Mo Bl 5 5ol Abind Ala) & ST (5 e
ALy

The aid tools had a positive effect on o ) o ) o
memorizing your answers

bl d Sl e el 8l L B lacall (3 kal)

The answer creation based on aid o o o o o
tools is safe and secure

Al Ala A B lusall Jilu gl aladialy AlaY)
43 ganaa g

Applying aid tools method was o o o o o
convenient

ilia g g pa B8 Lewall Jilu o) (Gaadat (1S

This method of answer based on aid o o o o o
tools was trustworthy

T8 pan sacbucall (il gl 4y slaie ] oS

In the future, you intend to apply the o o o ) o
aid tools in creating knowledge-based
authentication data e.g., passwords,
and security answer
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Additional feedback
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