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DATA

o Ferenc et al’s Datase Ferenc et al|(2019) http://www.inf .u-szeged.hu/~ferenc/papers/

JSVulnerabilityDataSet/

o Viszkok et al’s Dataset |Viszkok et al.| (2021) https://security.snyk.io/

o Apache Tomcat Dataset|Ganesh et al.|(2022) https://github. com/palmafr/MDPIData2022/

tree/main/datasets

o Types of Vulnerabilities (Multi-Classes) Dataset |Ganesh et al.| (2021))

CODE

0.1 Machine learning for Binary classes

# compare ensemble to each baseline classifier
from numpy import mean

from numpy import std

from sklearn.datasets import make classification
from sklearn.model selection import cross_val_ score
from sklearn.model_ selection import RepeatedStratified KFold
from sklearn.linear_model import LogisticRegression
from sklearn.neighbors import KNeighborsClassifier
from sklearn.tree import DecisionTreeClassifier
from sklearn.svm import SVC

from sklearn.naive_bayes import GaussianNB

from sklearn.ensemble import StackingClassifier
from matplotlib import pyplot

import pandas as pd

from sklearn import svm

from sklearn.model selection import GridSearchCV
import os

import matplotlib.pyplot as plt

#from skimage.transform import resize

import imread

import numpy as np


http://www.inf.u-szeged.hu/~ferenc/papers/JSVulnerabilityDataSet/
http://www.inf.u-szeged.hu/~ferenc/papers/JSVulnerabilityDataSet/
http://www.inf.u-szeged.hu/~ferenc/papers/JSVulnerabilityDataSet/
https://security.snyk.io/
https://github.com/palmafr/MDPIData2022/tree/main/datasets
https://github.com/palmafr/MDPIData2022/tree/main/datasets
https://github.com/palmafr/MDPIData2022/tree/main/datasets
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from sklearn.model selection import train_test_split

from sklearn.metrics import classification_report ,accuracy_score,
confusion matrix

import pickle

# loading library

import numpy as np # linear algebra

import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
from sklearn.model selection import train_test_ split

from sklearn.neighbors import KNeighborsClassifier

from sklearn.ensemble import RandomForestClassifier

from sklearn.ensemble import BaggingClassifier

from sklearn.tree import DecisionTreeClassifier

from sklearn.naive bayes import GaussianNB, BernoulliNB, MultinomialNB
from sklearn import svm

from imread import imread, imsave

from PIL import Image

import numpy as np # linear algebra

import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
from sklearn.model selection import train_test_split

from sklearn.preprocessing import MinMaxScaler

from keras.models import Model

from keras.layers import Input

import seaborn as sns

from keras.layers.core import Activation, Dropout, Dense

from sklearn import preprocessing

from sklearn.metrics import confusion_ matrix

from sklearn.metrics import classification_report

import numpy as np # linear algebra

import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
from sklearn.model selection import train_test_split

import sys

import os

from math import log

import scipy as sp

from imblearn.over_sampling import RandomOverSampler, SMOTE

from imblearn.under_sampling import RandomUnderSampler

import matplotlib.pyplot as plt

from keras.optimizers import SGD

import tensorflow as tf

from keras.models import Sequential

from keras.layers import Dropout, Dense, ConvlD, Flatten, MaxPoolinglD
from sklearn.model selection import train_test_split

from sklearn.datasets import load_iris

from numpy import unique

from keras.layers import Dense, Input, LSTM, Dropout, SimpleRNN, Embedding,
Reshape

from sklearn.metrics import confusion_matrix

from collections import Counter

from xgboost import XGBClassifier

df = pd.read_csv(’/Users/abdullah/Desktop/Folder/Research/
JSVulnerabilityDataSet —1.0.csv )

#df = pd.read_csv(’/Users/abdullah/Desktop/Folder/Research/
MDPIData2022—main/datasets /tomcat—final .csv’)

#df = pd.read csv(’/Users/abdullah/Desktop/Folder/Research/
MDPIData2022—main/datasets /struts—final.csv’)

import_ matplotlib.pyplot_as, plt
df.columns
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sns.countplot (x="Vuln’, data=df)

X =.,df[[,’CC’,.,’CCL’,,’CCO’,..’CI’, . 'CLC’,,'CLLC’ , ,’McCC” ,
Luuuouy NL? 7\\7NLE’, ,’CD’ y1 "CLOC’ ,\\7DL()C’ ,H7TCD’ ,\\’TCLOC’,
Uooooon LLOC? S PLOCT |, ’NOS” |, 'NUMPAR' |, "TLLOC” ,,, "TLOC |
Lo TNOS? 5l "HOR, D’ ,\\7HOR7T7 ,H’HONiD’ ,H’HONiT’,
uouuoon HLEN? "HVOC” , | "HDIFF ', "HVOL’ , |, "HEFF

Luuuuuy HBUGS? ,H,I{TH\/[E7 5 1 "CYCL’ ,HHT)ARANIS’,

(NIRRT ’CYCL_DENS7 ]] . values

#Y\ = df[ ’Vuln”’ ]

y=df[’Vuln’]
#.,label__encoder_ object knows how_to_understand_ word_labels.
label _encoder = preprocessing.LabelEncoder ()

#.Encode labels in column  ’'species’.
y.=ulabel encoder.fit_ transform (y)

counter = Counter(y)
print (counter)

#ros, = RandomOverSampler (sampling_strategy={,0:,10629,1:,,10629},
random_state=42) # String
#X, yu=uros . fit_resample (X, y)

#rus, = RandomUnderSampler (sampling_strategy={,0:,1496,1:,,1496},
random_ state=42) # ,String
#X, y.=_rus . fit_resample (X, y)

#smote = SMOTE() #SMOTE(" minority ")
#X, ,y=usmote. fit_resample (X, y)

counter =, Counter (y)
print (counter)

X_train, X_test, y_train, y_test = train_test_split(X,y,
test_size=0.33,shuffle=True, random_state=42, stratify=y)
X testl=X_test

X trainl=X_ train

y_testl=y_ test

y_trainl=y_ train

from_ tensorflow.keras. utils_ import to_categorical
y_train = to_ categorical (y_train)
y_test. =,to_categorical (y_test)

from ;sklearn.preprocessing ,import MinMaxScaler
scaler = MinMaxScaler ()
scaler. fit (X train)

Xtrain_scaled =, scaler.transform (X _train)
Xtest_scaled = scaler.transform (X_test)

Xtrain_ scaled .shape
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v #X_train , X_test,y_train,y_test=train_test_split(X,y,test_size=0.15,
we random_state=42,stratify=y)

ws  print (’Splitted Successfully’)

176
177

s F,get the  dataset

w #def ,get_dataset ():

v HouuoouoX,uyo=umake classification (n__samples=1000, ,n_ features=20,
e n_informative=15,,n_redundant=>5, random_state=1)

182 #ouLuuureturnLX,uy
183
s Fogeta,stacking ensemble of jmodels

ws  def get_stacking ():
186 (N #\ \define\ \the\ \base\ mOdelS

187 LuuuouLleveIOL:ulist ()

v LuuouuuulevelO . append (('cart’, DecisionTreeClassifier ()))

w  LusoououlevelO . append (('1r”, LogisticRegression (solver="1

190 L0 maxiiterzlooO)))

1w LuuououslevelO . append

1w LuuououslevelO L append

1w LuuouooolevelO . append

194 [N ] leveIO .append

15 LuuououslevelO . append

1w LuuououslevelO L append

197

s Luuouoou#odefine meta  learner jmodel

v Luuooooulevell = LogisticRegression (solver="liblinear’ ,max_iter=1000)

200 Luoouuuoadefine jthe stacking ensemble

2 Luuuuuuomodel = StackingClassifier (estimators=level0 , final estimator=

202 Ulevell ’JCV:10)

203 uuouuooreturn model

204

205 F#Hogetoalist of ymodels toevaluate

205 def get_models ():

0 Looooooomodels = dict ()

208 oo models [ cart "].=,DecisionTreeClassifier ()

200 Luusuuuumodels [ 71’ ] = LogisticRegression (solver=’liblinear’,

20 L max_iter=1000)

211 LuuuouLmOdQIS[

212 LuuuouLmOdE‘lS[

213 L\_“_“_“_H_/JLmOdGIS[
[r
[
[
[

iblinear’,

(’bayes’, GaussianNB ()))
(’xgboost’,, XGBClassifier ()))
(’bagging’, BaggingClassifier ()))
(’RF’, RandomForestClassifier ()))
(’knn’,  KNeighborsClassifier ()))
(’svm’ ,,SVC()))

Py

"bayes '] =,GaussianNB ()
"xgboost '] =, XGBClassifier ()
bagglng] BaggingClassifier ()
'rf’]=RandomForestClassifier ()
’knn ] = KNeighborsClassifier ()
"svm’ | = SVC()

"stacking '] =.get_stacking ()

a4 Luuouuuumodels
215 LU LU models
216 L\_H_H_H_H_IJLmOdels
27 Luuouuuumodels
218

219

20 uuuuoooreturn models

221

2 from_sklearn.metrics import classification_report , jaccuracy_score,
23 make scorer

224

»s #,evaluatea  give model using  cross—validation

»s def evaluate__model (model, X, y,name):

2 Luuuuouuevo= RepeatedStratifiedKFold (n__splits=10, n_repeats=3,

2»s random_ state=1)

29 LUULILULIL print(“ "tnamet"

"
230 Lf )




2 L AEscores = cross_val_score(model, X, y,

a2 uuuscoring=make_scorer(classification_report_with_accuracy_score)
2 L ,ucv=cv, n_jobs=—1, error_score=’raise’)

2 LLuuuuuuscores = cross_val_score(model, X, y, scoring="f1", cv=cv,
25 n__jobs=—1, error_score=’raise’)

26 Luuuuuuureturng scores

237

238

29 #,get the models toevaluate

20 models = get__models ()
a1 #,evaluate the models and store results

22 results , names =, list (), list ()

23 for name, ymodel in models.items ():

2 LLuuuuuLfEscores = evaluate__model (model , X, y,name)

25 LuuuuuuLAFresults . append(scores)

26 0000 #mames . append (name)

247 LuUULILIL print(“ "tname}"

248 | u)

20 LouUULLUFPTING (name)

20 o0 0uucev = RepeatedStratifiedKFold (n__splits=10, n_repeats=3,
1 grandom_ state=42)

2 LLuuuuulfevsl = cross_val_score(model, X, y, scoring=

»3  LLuuumake_scorer (classification__report__with__accuracy_score),

2 LuouCv=cv,n_jobs=—1, error score=’raise’).mean()

2 LLuuuuusforyscoreying ["roc_auc',"f1", " precision", "recall", "accuracy"]:
2% LLLLULULLLLLULLULULLULCYS =, cross_val score(model, X, y, . scoring=score , cv=cv,
7 Luouuoounjobs=—1, error score='raise’).mean()

258 LU U LU U uuuprint(SCOI"e\H- RIS StI‘(CVS))

259 LuuuouL#print (CVS].)

260 LuuuouLprint( 7\n’)

1 pyplot.boxplot(results , labels=names, showmeans=True)

% pyplot.show ()

%3 0.2 Deep learning for Binary classes

x4 import numpy as np # linear algebra

s import pandas as pd # data processing, CSV file 1/0 (e.g. pd.read_csv)
s from sklearn.model selection import train_ test_split

%7 from sklearn.preprocessing import MinMaxScaler

s from keras.models import Model

% from keras.layers import Input

o import seaborn as sns

on from keras.layers.core import Activation, Dropout, Dense

o from sklearn import preprocessing

oz from sklearn.metrics import confusion_matrix

aou from sklearn.metrics import classification_report

s import numpy as np # linear algebra

6 import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
on from sklearn.model selection import train_ test_ split

a3 import sys

o0 import os

s from math import log

21 import scipy as sp

2 from imblearn.over_sampling import RandomOverSampler, SMOTE

23 from imblearn.under_sampling import RandomUnderSampler

284

s import matplotlib.pyplot as plt

2w from keras.optimizers import SGD

27 import tensorflow as tf

28 from keras.models import Sequential

20 from keras.layers import Dropout, Dense, ConvlD, Flatten, MaxPoolinglD
20 from sklearn.model selection import train_ test_split

/38
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from sklearn.datasets import load_ iris

from numpy import unique

from keras.layers import Dense, Input, LSTM, Dropout, SimpleRNN,
Embedding, Reshape

from sklearn.metrics import confusion_ matrix

from collections import Counter

df = pd.read_csv(’/Users/abdullah/Desktop/Folder/Research/
JSVulnerabilityDataSet —1.0.csv )

import matplotlib.pyplot as plt

sns.countplot (x="Vuln’, data=df)

X = df[[ 'CC’, 'CCL’, 'CCO’, 'CI’, 'CLC’, 'CLLC’, 'McCC’,
'NL’, 'NLE’, 'CD’, 'CLOC’, 'DLOC’, 'ICD’, 'TCLOC’,
'LLOC’, 'LOC’, 'NOS’, NUMPAR’, 'TLLOC’, 'TLOC’,
"TNOS’, 'HOR D’, 'HOR T’, 'HON D’, 'HON T’, 'HLEN’,
"HVOC’, 'HDIFF’, 'HVOL’, 'HEFF’, 'HBUGS’, 'HTIME’,
"CYCL’, 'PARAMS’, ’CYCL DENS’]].values

y df[’Vuln’]

y

# label _encoder object knows how to understand word labels.
label__encoder = preprocessing.LabelEncoder ()

# Encode labels in column ’species .
y = label_encoder.fit_transform (y)

counter = Counter (y)
print (counter)

#ros = RandomOverSampler(sampling_strategy={ 0: 10629,1: 10629},
random_state=42) # String
#X, y = ros. fit_resample (X, y)

#rus = RandomUnderSampler(sampling_strategy={ 0: 1496,1: 1496},
random_state=42) # String
#X, y = rus. fit_resample (X, y)

#smote = SMOTE() #SMOTE("minority ")
#X, y= smote. fit_resample (X, y)

counter = Counter (y)
print (counter)

X_train, X_test, y_ train, y_ test = train_test_split (X,y,
test_size=0.33,shuffle=True, random state=42, stratify=y)
X testl=X_test

X trainl=X train

y_testl=y_ test

y_trainl=y_ train

from tensorflow.keras.utils import to_categorical
y_train = to_ categorical (y_train)
y_test = to_categorical (y_test)
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from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxScaler ()
scaler. fit (X_train)

Xtrain_scaled = scaler.transform (X_train)
Xtest__scaled = scaler.transform (X_ test)

Xtrain_ scaled .shape

num_classes = 2

def model VGGI16(learning_rate=0.001, momentum=0.9):

model = Sequential ()

model.add (ConvlD (64, 2, activation="relu"', input_shape=(X.shape[1l],1)))

model.add (ConvlD (64, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
model . add (MaxPooling1D () )

model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’,padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’,
padding=’same’))

model . add (MaxPoolingl1D ())

model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,
padding=’same’))

model . add (MaxPoolingl1D ())

model.add (ConvlD(512,2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’,
padding=’same’))

model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’,
padding=’same’))

model . add (MaxPooling1D () )

model.add (ConvlD(512,2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he_uniform’,
padding=’same’))

model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he_uniform’,
padding=’same’))

model.add (MaxPoolinglD ())

model.add (Flatten ())
#malware__model. add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
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def

kernel__initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))

model .add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,
kernel initializer="he_ uniform’))

model.add (Dense (num_ classes, activation="sigmoid’))

# compile model
opt = SGD(lr=learning_ rate , momentum=momentum )
#model. compil (optimizer=opt,
loss=’categorical_ crossentropy’,
metrics=[tf.keras. metrics.Precision ()

)
tf.keras.metrics.Recall (), ’accuracy’])
model . compile(loss="binary_ crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model_ VGG19(learning rate=0.001, momentum=0.9):

model = Sequential ()

model.add (ConvlD (64, 2, activation="relu",
input_ shape=(X.shape[1],1)))

model.add (ConvlD (64, 2, activation=’relu’,
kernel initializer="he_uniform’,
padding=’same’))

model . add (MaxPoolingl1D ())

model.add (ConvlD(128,2, activation=’relu’,

kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’, padding=’same’))
model . add (MaxPoolingl1D ())

model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding='same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,

padding=’same’))

model.add (MaxPoolinglD ())

model.add (ConvlD(512,2, activation="relu’,

kernel initializer="he_ uniform’ 6 padding="same’))
model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvliD (512, 2, activation="relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he_uniform’, padding='same’))
model . add (MaxPooling1D () )
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def

model.add (ConvlD(512,2, activation=’relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (ConvlD (512, 2, activation=’relu’,

kernel initializer="he_uniform’, padding='same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he uniform’, padding=’same’))

model.add (ConvlD (512, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding=’same’))
model . add (MaxPooling1D ())

model.add (Flatten ())
#malware__model. add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))

model .add (Dropout (0.5))

model.add (Dense (4096, activation=’"relu’,
kernel initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (1000, activation="relu’,
kernel__initializer="he_uniform’))

model.add (Dense (num_ classes, activation=’sigmoid’))

# compile model

opt = SGD(lr=learning_rate , momentum=momentum )
#malware__model. compile (optimizer=opt,
loss=’categorical_crossentropy’,
metrics=[tf.keras.metrics.Precision (),

tf.keras.metrics.Recall(), ’accuracy’])
model.compile(loss="binary_ crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model AlexNet (learning rate=0.001, momentum=0.9):
model = Sequential ()

model.add (ConvlD (96, 11, activation="relu",
input_shape=(X.shape[1],1)))
model . add (MaxPooling1D ())

model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model . add (MaxPoolinglD ())

model.add (ConvlD (384 ,2, activation=’relu’,

kernel initializer="he_uniform’, padding="same’))
model.add(ConvlD (384, 2, activation='relu’,
kernel__initializer="he_uniform’ ,padding=’same’))
model.add (ConvlD (384, 2, activation="relu’,
kernel initializer="he_ uniform’, padding='same’))
model . add (MaxPooling1D ())

model.add (Flatten ())
model.add (Dense (4096, activation=’relu’,
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kernel__initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))

model .add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,
kernel initializer="he_ uniform’))

model.add (Dense (num_ classes, activation=’sigmoid’))

# compile model
opt = SGD(lr=learning_rate , momentum=momentum )
#malware__model. compile (optimizer=opt
loss=’categorical_crossentropy’,

metrics=[tf.keras.metrics.Precision ()

tf.keras.metrics.Recall (), ’accuracy’])
model.compile(loss="binary_crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model Resent (learning_ rate=0.001, momentum=0.9):
model = Sequential ()

model.add (ConvlD (64, 2, activation="relu",
input_shape=(X.shape[1],1)))

model.add (Dropout (0.5))

model . add (MaxPoolingl1D ())

model.add (ConvlD (64, 2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (64, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding=’same’))
model.add (ConvlD (64, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add(ConvlD (64, 2, activation=’relu’,
kernel__initializer="he_uniform’,padding=’same’))

model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’,padding="same’))
model.add (Dropout (0.5))

model.add (ConvliD (128, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel initializer="he_uniform’ ,padding='same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’,padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))

model.add (ConvlD (256, 2, activation="relu’, kernel initializer="he_uniform’

padding=’same’))
model.add (Dropout (0.5))
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model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (256, 2, activation='relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’ ,padding='same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))

model.add (ConvlD(512,2, activation=’relu’,
kernel initializer="he_uniform’ ,padding='same’))
model.add (Dropout (0.5))

model.add(ConvlD (512, 2, activation='relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add(ConvlD(512,2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))

model . add (MaxPooling1D () )

model.add (Flatten ())
model.add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,
kernel initializer="he_uniform’))

model.add (Dense (num_ classes, activation="sigmoid’))

# compile model

opt = SGD(lr=learning_rate , momentum=momentum )
#malware__model. compile (optimizer=opt,
loss=’categorical_crossentropy’,
metrics=[tf.keras.metrics.Precision (),

tf.keras.metrics.Recall (), ’accuracy’])
model . compile(loss="binary_ crossentropy ’,
optimizer=opt, metrics=["accuracy’])

11/38



653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713

714

return model
def model LSTM(learning_rate=0.001, momentum=0.9):
input_layer = Input(shape=(X.shape[1l],1))

convl = ConvlD(filters =35,
kernel size=8,
strides=1,
activation="relu’)(input_layer)
pooll = MaxPoolinglD (pool_size=4)(convl)
Istm1l = LSTM(35)( pooll)
output_layer = Dense(2, activation="sigmoid’)(lstml)
model = Model(inputs=input_layer, outputs=output_layer)
opt = SGD(1r=learning_rate , momentum=momentum )
model.compile(loss="binary_ crossentropy ’,
optimizer=opt, metrics=["acc’])

return model

print (unique (y__test))
Vuln_modell = model VGGI16 ()
Vuln__model2 = model VGG19()
Vuln_model3 = model__AlexNet ()
Vuln__model4 = model Resent ()
Vuln_model5 = model LSTM ()

y_train_new = np.argmax(y_train, axis=1)
y__train_new

from sklearn.utils import class_weight
from sklearn.utils import compute_class_weight

class__weights = compute_class_weight (
class__weight = "balanced",
classes = np.unique(y_train_new),
y = y_train_new

class__weights = dict(zip(np.unique(y_train_new), class_weights))

class__weights

historyl = Vuln_modell. fit (x= Xtrain_scaled ,
y=y__train, batch_size=128, epochs=1000, verbose=1,
validation_split =0.33,class__weight=class_ weights)
scoresl = Vuln_modell . evaluate (x= Xtest_scaled
y=y_test, verbose=1)

print (’Final ,Vuln_modell  (VGGI16) accuracy :

)

, scoresl[1])

plt.plot (historyl.history [ ’accuracy’])
plt.plot (historyl.history[’val_accuracy’])

plt. title ("VGGI6_ model accuracy’)
plt.ylabel (’accuracy’)
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plt.xlabel (’epoch’)
plt.legend ([ "train’, test’], loc=’upper,left’)
plt.show ()

plt.plot (historyl.history[’loss’])
plt.plot (historyl.history[’val loss’])

plt. title ("VGGI6, model loss )
plt.ylabel(’loss’)

plt . xlabel (’epoch’)
plt.legend ([ "train’, test’], loc=’upper,left’)
plt .show ()

classes = Vuln_modell. predict (x= Xtest_scaled)
y_classes = classes.argmax(axis=—1)
true_classes = y_ test.argmax(axis=—1)

print (classification_report (true_classes, y_classes,digits=6))

cf_matrix = confusion_matrix (true_classes, y_ classes)
print (cf_matrix)

history2 = Vuln_model2. fit (x= Xtrain_scaled ,

y=y_train, batch_size=128, epochs=1000, verbose=1,
validation_split=0.33,class__weight=class__weights)

scores2 = Vuln_model2. evaluate (x= Xtest_scaled

y=y_test, verbose=1)

print (’Final ,;Vuln_model2 ,(VGG19) accuracy: ', scoresl[1])

import matplotlib.pyplot as plt2

print ("Test Score:", scores2[0])
print ("Test Accuracy:", scores2[1])

plt2.plot (history2. history [ accuracy’])
plt2.plot (history2. history[’val_accuracy’])

plt2. title ("VGG19 model jaccuracy’)

plt2.ylabel (’accuracy’)

plt2.xlabel ( ’epoch’)

plt2.legend ([ "train’, test '], loc="upper,left’)
plt2 .show ()

plt2.plot (history2. history[’loss’])
plt2.plot (history2. history [ ’val loss’])

plt2. title ("VGGI19, ,model, loss 7)
plt2.ylabel(’loss’)

plt2.xlabel (’epoch’)

plt2.legend ([ "train’, test '], loc="upper,left’)
plt2.show ()

classes = Vuln_model2. predict (x= Xtest_scaled)
y_classes = classes.argmax(axis=—1)
true__classes = y_ test.argmax(axis=—1)
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print (classification_report (true_classes, y_classes, digits=6))

cf_matrix = confusion_matrix (true_classes, y_ classes)
print (cf_matrix)

PR

group_names! = [’True Neg’, False Pos’, False Neg’, True Pos’]
group__countsl = ["{0:0.0f}". format(value) for wvalue in
cf _matriz. flatten ()]
group__percentagesl = ["{0:.2%}". format (value) for wvalue in
cf_matriz. flatten ()/np.sum(cf_matriz)]

labels1 = [f"{vi}\n{v2}\n{v3}" for vl, v2, v3 in

zip (group_namesl , group__countsl , group__percentagesl )]
labelsl = np.asarray(labelsl ). reshape(2,2)
sns.heatmap (c¢f _matriz, annot=labelsl , fmt="

PR

. cmap="Blues ’)

import matplotlib.pyplot as plt3

history3 = Vuln_model3. fit (x= Xtrain_scaled ,
y=y_train, batch_size=128, epochs=1000, verbose=1,
validation_split=0.33,class__weight=class__weights)

scores3 = Vuln_model3. evaluate (x= Xtest_scaled ,

y=y_test, verbose=1)

print (’Final Vuln_model3 (AlexNet ) accuracy: ', scores3[1])
print ("Test Score:", scores3[0])

print ("Test Accuracy:", scores3[1])

plt3.plot (history3.history [’ ’accuracy’])
plt3.plot (history3.history[’val_accuracy’])

plt3.title (’AlexNet model accuracy’)
plt3.ylabel (’accuracy’)

plt3.xlabel ( epoch’)

plt3.legend ([ "train’, test '], loc="upper left’)
plt3 .show ()

plt3.plot (history3 . history[’loss’])
plt3.plot (history3.history[’val_loss’])

plt3.title (’AlexNet model loss’)

plt3.ylabel (’loss’)

plt3.xlabel ( ’epoch’)

plt3.legend ([ "train’, ’test '], loc="upper, left’)
plt3 .show ()

classes = Vuln_model3. predict (x= Xtest_scaled)

y_classes = classes.argmax(axis=—1)

true_ classes = y_ test.argmax(axis=—1)

print (classification_report(true_classes, y_classes, digits=6))
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cf_matrix = confusion_matrix(true_classes, y_ classes)
print (cf_matrix)

import matplotlib.pyplot as plt4
history4 = Vuln_model4. fit (x= Xtrain_scaled ,

y=y_ train, batch_size=128, epochs=1000, verbose=1,
validation__split=0.33,class_weight=class_ weights)

scores4d = Vuln_model4. evaluate (x= Xtest_scaled

y=y_test, verbose=1)

print (’Final ;Vuln_model4  (Resent ) accuracy: ', scoresd [1])
print ("Test Score:", scores4[0])

print ("Test Accuracy:", scores4 [1])

plt4 .plot (history4.history [’ ’accuracy’])
plt4.plot (history4 . history[’val_accuracy’])

plt4.title (’Resent model accuracy’)
plt4.ylabel (’accuracy’)

plt4.xlabel ( ’epoch’)

plt4.legend ([ "train’, test '], loc="upper,left’)
plt4 .show ()

plt4.plot (history4 . history[’loss’])
plt4.plot (history4 . history[’val_loss’])

plt4.title (’Resent model loss’)

plt4.ylabel (’loss’)

plt4.xlabel ( ’epoch’)

plt4d.legend ([ "train’, test '], loc="upper,left’)
plt4 .show ()

classes = Vuln_model4. predict (x= Xtest_scaled)

y_classes = classes.argmax(axis=—1)

true_classes = y_ test.argmax(axis=—1)

print (classification report (true_classes, y_classes,digits=0))

cf _matrix = confusion_ matrix (true_classes, y_ classes)
print (cf_matrix)

history5 = Vuln_model5. fit (x= X_train, y=y_ train,

batch_ size=128, epochs=1000, verbose=1,

validation_ split=0.33,class_weight=class_weights)
scoresb = Vuln_model5. evaluate (x= X_ test,

y=y_test, verbose=1)

print ('Final ,Vuln_model5 (LSTM) accuracy:.’, scoresb[1])

import matplotlib.pyplot as plth
print ("Test  ,Score:", scoresb [0])
print ("Test Accuracy:", scores5[1])

plt5.plot (history5. history[’acc’])
plths.plot (history5. history[’val acc’])

plths. title (’'LSTM, model ;accuracy ’)
plth.ylabel (’accuracy’)
plths.xlabel (’epoch’)
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ws plth.legend ([ "train’, test’], loc="upper,left’)
897 p1t5 .ShOW()

898

s0 pltd.plot (history5. history[’loss’])

wo plth.plot(history5. history[’val_loss’])

901

w2 plthH.title (’LSTM, model, loss ”)

w: plth.ylabel(’loss’)

oe plth.xlabel(’epoch’)

ws plth.legend ([ "train’, test’], loc="upper,left’)
ws  PplthH.show ()

907

908

w classes = Vuln_model5. predict (x= X__test)

a0 y_classes = classes.argmax(axis=—1)

o1 true classes = yitest.argmax(axis:—l)

912

a3 print(classification_ report(true_classes, y_classes, digits=6))
914

915

916

v c¢f matrix = confusion matrix(true_classes, y_classes)
ag  print(cf matrix)

919

w0 group_names = [’ True Neg’,’ False Pos’,’ False Neg’, True Pos’]
o group_counts = ["{0:0.0f}".format(value) for value in

02 cf_matrix. flatten ()]

o3 group_ percentages = ["'{0:.2%}".format(value) for value in

02 cf _matrix. flatten ()/np.sum(cf_ matrix)]
o labels = [{"{v1}\n{v2}\n{v3}" for vl, v2, v3 in

926 zip (group__names, group_ counts, group_ percentages )]

o labels = np.asarray(labels).reshape(2,2)

w8 sns.heatmap (cf matrix, annot=labels, fmt="", cmap="Blues’)

929
930
931
932

o Vuln_modell.save(’/Users/abdullah/models/Modell.h5")
o Vuln_model2.save(’/Users/abdullah/models/Model2.h5 ")
o5 Vuln_model3.save(’/Users/abdullah /models/Model3.h5 ")
s Vuln_ modeld.save(’/Users/abdullah/models/Model4.h5")
o Vuln model5.save(’/Users/abdullah /models/Model5.h5 ")

938
939
940
e from keras.models import load_ model
942

ws # load models from file
us def load_all_models(n_models):

945 all_models = list ()

046 for i in range(n_models):

oa7 # define filename for this ensemble

04 filename = ’/Users/abdullah/models/Model’ + str(i+1) + ’.h5’
049 # load model from file

950 model = load_model(filename)

051 # add to list of members

052 all _models.append (model)

053 print ( ">loaded, \%s’ \% filename)

954 return all models

955
956
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o1 # load all models
oss N__members = 5

0 members = load__all_models (n_members)
wo print(’Loaded \%d, models’ \% len(members))

961
962
ws # create stacked model input dataset as outputs from the ensemble

we def stacked dataset(members, inputX):

965 stackX = None

966 for model in members:

967 # make prediction

968 yhat = model. predict (inputX, verbose=0)

969 # stack predictions into [rows, members, probabilities]
970 if stackX is None:

o1 stackX = yhat

972 else:

o3 stackX = dstack ((stackX, yhat))

o74 # flatten predictions to [rows, members x probabilities]
ors stackX = stackX.reshape ((stackX.shape[0],

976 stackX .shape[1]*stackX.shape[2]))

o77 return stackX

978

979

980

981

w # fit a model based on the outputs from the ensemble members
w3 def fit_ stacked model (members, inputX, inputy):

o84 # create dataset using ensemble

985 stackedX = stacked_ dataset (members, inputX)
086 # fit standalone model

087 model = LogisticRegression ()

088 model. fit (stackedX , inputy)

989 return model

990

991

w # fit stacked model using the ensemble

o3 from numpy import dstack

ws from sklearn.linear_model import LogisticRegression
ws y_ test=np.argmax(y_test, axis=1)

996

or model = fit_stacked model (members, Xtest_ scaled, y_ test)
998

999

1000

wn  # make a prediction with the stacked model

1002

w3 def stacked_prediction (members, model, inputX):

1004 # create dataset using ensemble

1005 stackedX = stacked__dataset (members, inputX)
1006 # make a prediction

1007 yhat = model. predict (stackedX)

1008 return yhat

1009

wo # evaluate model on test set

wn from sklearn.metrics import accuracy_score

w2 yhat = stacked_ prediction (members, model, Xtest_ scaled)
1013

s acc = accuracy_score(y_test, yhat)

s print ( ’Stacked, Test Accuracy: \%.3f’ \% acc)

s print (len(yhat))

1017

1018

we  print(classification_report (y_test, yhat,digits=6))
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cf matrix =
print (cf_matrix)

confusion__matrix (y_test, yhat)

group_names = [ ’True Neg’, False Pos’, False Neg’, True Pos’]
group_counts = ["{0:0.0{}".format(value) for value in

cf_matrix. flatten ()]

group percentages = ["{0:.2\%}".format(value) for value in

cf _matrix. flatten ()/np.sum(cf matrix)]

labels = [{"{v1i}\n{v2}\n{v3}" for vl, v2, v3 in

zip (group__names, group_ counts, group_ percentages )]
labels = np.asarray(labels).reshape(2,2)

sns . heatmap (cf_matrix , annot=labels, fmt=’’, cmap=’Blues’)

}

0.3 Machine learning for Multi-classes

# compare ensemble to each baseline classifier
numpy import mean
numpy import std

from
from
from
from
from
from
from
from
from
from
from
from

import imread

sklearn .
sklearn .
.model_selection import RepeatedStratifiedKFold
sklearn .
sklearn .
sklearn .
.svimn import SVC
sklearn .
.ensemble import StackingClassifier

sklearn

sklearn

sklearn

datasets import make_ classification
model_selection import cross_val_ score

linear__model import LogisticRegression
neighbors import KNeighborsClassifier
tree import DecisionTreeClassifier

naive__bayes import GaussianNB

matplotlib import pyplot

import pandas as pd

from sklearn import svm

from sklearn.model selection import GridSearchCV
import os
import matplotlib.pyplot as plt
#from skimage.transform import resize

import numpy as np

from sklearn.model selection import train_test_split
from sklearn.metrics import

classification_report ,accuracy_score,confusion_matrix

import pickle

# loading library
import numpy as np # linear algebra
import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)

from
from
from
from
from
from
from
from
from

sklearn .
sklearn .
.ensemble import RandomForestClassifier
.ensemble import BaggingClassifier

sklearn .
sklearn .

sklearn
sklearn

sklearn

model selection import train_test_ split
neighbors import KNeighborsClassifier

tree import DecisionTreeClassifier
naive__bayes import GaussianNB, BernoulliNB, MultinomialNB
import svm

imread import imread, imsave

PIL import Image

import numpy as np # linear algebra

import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
from sklearn.model selection import train_test_ split
from sklearn.preprocessing import MinMaxScaler

from keras.models import Model

from keras.layers import Input

import seaborn as sns

from keras.layers.core import Activation, Dropout, Dense
from sklearn import preprocessing

from sklearn.metrics import confusion_ matrix
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from sklearn.metrics import classification_report
import numpy as np # linear algebra

import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)

from sklearn.model selection import train_test_ split

import sys

import os

from math import log

import scipy as sp

from imblearn.over_sampling import RandomOverSampler, SMOTE
from imblearn.under_sampling import RandomUnderSampler

import matplotlib.pyplot as plt
from keras.optimizers import SGD
import tensorflow as tf

from keras.models import Sequential

from keras.layers import Dropout, Dense, ConvlD, Flatten, MaxPoolinglD

from sklearn.model selection import train_ test_split
from sklearn.datasets import load iris
from numpy import unique

from keras.layers import Dense, Input, LSTM, Dropout, SimpleRNN, Embedding,

from sklearn.metrics import confusion matrix
from collections import Counter

from xgboost import XGBClassifier

import matplotlib.pyplot as plt

df =pd.read_csv(’/Users/abdullah/Desktop/Folder/
Research/Vulnerability__Research/Vul_Datasets/

Code_Metrics_ Datasets/Multi—Classes /PU_Dataset.csv )

dfl =pd.read_ csv(’/Users/abdullah/Desktop/Folder/
Research/Vulnerability__Research/Vul_Datasets/

Code_Metrics_ Datasets/Multi—Classes /cwell9_GCDFile. csv )
df2 =pd.read_csv(’/Users/abdullah/Desktop/Folder/Research/
Vulnerability  Research/Vul_Datasets/
Code_Metrics_Datasets/Multi—Classes /cwe399_cgd.csv’)

df3 =pd.read_csv(’/Users/abdullah/Desktop/Folder
/Research/Vulnerability  Research/Vul_Datasets/

Code_ Metrics_Datasets/Multi—Classes/API_function_call.csv’)
df4 =pd.read_csv(’/Users/abdullah/Desktop/Folder
/Research/Vulnerability  Research/Vul Datasets/

Code_ Metrics_ Datasets/Multi—Classes /Array usage.csv’)

df5 =pd.read csv(’/Users/abdullah/Desktop/Folder/
Research/Vulnerability__Research/Vul_Datasets/
Code_Metrics_Datasets/Multi—Classes/Arithmetic__expression.csv’)

import matplotlib.pyplot as plt
df.columns

sns.countplot (x="IsVulnerable’, data=df)
X = df [[ ’Lines_ Of_Program’,’Physic_ Lines’,

'nl_Number_Of Distinct_ Operators’,
'n2__Number_Of Distinct_ Operands’, 'n_ Program_ Vocabulary ',

"N1_Total Number Of Operators’, N2_Total Number_Of Operands’,

"N_ Program_ Length’ , ’B_ Number_ of Delivered_Bugs_1’,
"B__Number_ of Delivered_Bugs_ 27,

"D__Difficulty ’,’E__Effort’,’T_Time_Required To_Program’,
"V_Volume’,’_N_ Calculated_ Program_ Length ',

"McCab_ Number’ |]. values

y= df[’IsVulnerable’]. values
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1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167
1168
1169
1170
1171
1172
1173
1174
1175
1176
1177
1178
1179
1180
1181
1182
1183
1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208

print(len(y))

import matplotlib.pyplot as pltl
dfl.columns

sns.countplot (x="IsVulnerable’, data=dfl)

X1 = df1[[ 'Lines_Of_ Program’,’Physic_ Lines’,
'nl_Number_ Of Distinct_ Operators’,
'n2__Number_Of Distinct_ Operands’, ’n_ Program_ Vocabulary ',
"N1_Total Number Of Operators’, N2_Total Number_Of Operands’
"N_ Program_ Length’ , ’B_ Number_ of Delivered_Bugs_1’,
"B__Number_ of Delivered_Bugs_2’,’D_ Difficulty’, E_ Effort’,
"T__Time_ Required__To_Program’,’V_ Volume’ ,

’_N_ Calculated_Program_ Length ’
"McCab_ Number’ |]. values

yl= dfl1[’IsVulnerable’]. values
print (len(yl))

X2 = df2[[ 'Lines_ Of Program’,’Physic_ Lines’,
'nl_Number_Of Distinct_ Operators’,
'n2_Number_ Of Distinct_ Operands’, ’n_ Program_ Vocabulary ',
"N1_Total Number Of Operators’, N2 Total Number Of Operands’,
"N_ Program_ Length’, ’B_ Number_of Delivered Bugs_ 1,
"B__Number_ of Delivered_Bugs_2’,’D_ Difficulty ’,
"E__Effort’,’T_Time_Required_To_Program’,’V_ Volume’ ,

’_N_ Calculated_Program_ Length ’ |
"McCab_Number’ ]]. values

y2= df2[’IsVulnerable’]. values

print (len(y2))

X3 = df3[[ 'Lines_ Of Program’,’Physic_Lines’,
'nl_Number_Of Distinct_ Operators’, 'n2_ Number_Of Distinct_ Operands’,
'n__Program_ Vocabulary’, ’N1_Total Number_Of_ Operators’,

"N2_Total _Number_Of Operands’, N_Program_ Length’,

"B__ Number_of Delivered_Bugs 1’,’B_ Number_of Delivered_ Bugs 27,
"D__Difficulty ’,’E__ Effort’,’T_Time_Required_To_Program’,’V_ Volume’ ,
’_N_ Calculated__Program_ Length’ , ’"McCab_Number’ ]]. values

y3= df3[’IsVulnerable’]. values

print(len(y3))
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1209
1210
1211
1212
1213
1214
1215
1216
1217
1218
1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270

1271

X4 = df4 [[ 'Lines_Of_Program’,’Physic_ Lines’,
'nl__Number_Of_ Distinct_ Operators’,
'n2_ Number_ Of Distinct_ Operands’, ’n_ Program_ Vocabulary ',
"N1_Total Number_ Of Operators’, N2 Total Number Of Operands’,
"N_ Program_ Length’ , ’B_ Number_of Delivered_ Bugs 1,
"B__ Number_of Delivered_ Bugs 2’ ,’D_ Difficulty’,
"E__Effort’,’T_Time_Required_To_Program’,’V_Volume’
’_N_ Calculated__Program_ Length’, ’McCab_Number’ ]]. values

yd= df4[’IsVulnerable’]. values

nl_Number_ Of Distinct_Operators’,

n2_ Number_Of Distinct_ Operands’,

'n_Program_ Vocabulary ’, ’N1_Total Number Of_ Operators’,
"N2_Total _Number_Of Operands’, ’N_ Program_ Length’,
"B__Number_of Delivered_Bugs_1’,’B_ Number_of Delivered_ Bugs_2’,
"D__Difficulty ’,’E__Effort’,’T_Time_ Required_To_ Program ’ |
"V_Volume’,’ N_ Calculated_Program_ Length’,

"McCab_Number’ ]]. values

X5 = df5 [[ 'Lines__Of_ Program’,’Physic_ Lines’,

yb= df5[’IsVulnerable’]. values
print (len(y5))

import numpy as np
X=np. concatenate ((X,X1,X2,X3,X4,X5))
y=np.concatenate ((y,yl,y2,y3,y4,y5))

import numpy
print (numpy. unique(y))

# label _encoder object knows how to understand word labels.
label encoder = preprocessing.LabelEncoder ()

# FEncode labels in column ’species .
y = label_ encoder.fit_transform (y)
print (numpy. unique(y))

#from sklearn.preprocessing import label binarize

#y = label_binarize(y, classes=[0, 1, 2, 3,4,5,6])

#counter = Counter(y)
#print (counter)

X_train, X_test, y_ train, y_ test = train_test_split (X,y,
test_size=0.33,shuffle=True, random_state=42, stratify=y)
X testl=X_test

X trainl=X train

y_testl=y_test

y_trainl=y_ train

from tensorflow.keras.utils import to_categorical
y_train = to_ categorical (y_train)
y_test = to_categorical (y_test)
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1272
1273
1274
1275

1276

1277
1278

1279

1280
1281
1282
1283
1284
1285
1286
1287
1288
1289
1290
1291

1292

1293

1294
1295
1296
1297

1298
1299

1300

1301

1302

1303

1304

1305

1306

1307

1308

1309

1310
1311

1312
1313
1314

1315

1316

1317

1318

1319

1320

1321

1322

1323

1324

1325

1326

1327

1328

1329
1330
1331
1332

from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxScaler ()
scaler . fit (X__train)

Xtrain_scaled = scaler.transform (X_train)
Xtest_scaled = scaler.transform (X_test)

Xtrain_ scaled .shape

#X_train, X _test,y_train,y_test=train__test_split(X,y,test_size=0.15,
random_ state=42,stratify=y)
print (’Splitted, Successfully ”)

# get the dataset
#def get_dataset():

X, y = make_ classification (n_samples=1000, n_ features=20,

_informative=15, n_redundant=5, random_ state=1)

return X, y

# get a stacking ensemble of models
def get_stacking ():

# define the base models
level0 = list ()
levelO .append ((’cart’, DecisionTreeClassifier ()))
levelO .append ((’1r’, LogisticRegression(solver="1
max__iter=1000)))
levelO .append
levelO .append
levelO .append
levelO .append
levelO .append
levelO .append

)

iblinear ’,

(’bayes’, GaussianNB()))
(’xgboost’, XGBClassifier ()))
(’bagging’, BaggingClassifier ()))
(’RF’, RandomForestClassifier ()))
(’ knn , KNeighborsClassifier ()))
(’svm’, SVC()))

e NN TN

# define meta learner model

levell = LogisticRegression(solver="liblinear’ ,max_iter=1000)
# define the stacking ensemble
model = StackingClassifier (estimators=level0 ,

final estimator=levell , cv=10)
return model

# get a list of models to evaluate
def get_ models ():

models = dict()

models|[’cart’] = DecisionTreeClassifier ()

models[’1r’] = LogisticRegression (solver="liblinear’ , max_iter=1000)
models [ ’bayes’] = GaussianNB ()

models [ "xgboost ] = XGBClassifier ()

[’
[
g
models{ bagglng ]=BaggingClassifier ()
[
[
[’

models[’rf’]=RandomForestClassifier ()
models ’knn ] = KNeighborsClassifier ()
models [ ’svin’] = SVC()

models [ "stacking ’] = get_ stacking()

return models
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1333

1 from sklearn.metrics import classification_report ,
1w accuracy_score , make_ scorer

1336

s # evaluate a give model using cross—validation

ws  def evaluate model (model, X, y,name):

1339 cv = RepeatedStratifiedKFold (n_splits=10,

1340 n_repeats=3, random_ state=1)

130 print (" "+name+"——

1342 LI LI “)

1343 #scores = cross_val_score(model, X, y, scoring=make_scorer(
1344 classification_report__with_ accuracy_score),

1345 cv=cv, n_jobs=—1, error_score=’raise’)

1346 scores = cross_val score(model, X, y, scoring="f1",

1347 cv=cv, n_jobs=—1, error_score=’'raise’)

1348 return scores

1349
1350
v # get the models to evaluate

s models = get__models ()

s # evaluate the models and store results

wa  results , names = list (), list ()

s for name, model in models.items ():

1356 #scores = evaluate__model(model, X, y,name)

1357 #results.append(scores)

1358 #names. append (name)

1350 print (" "+name+"

1360 (HN ., ")

1361 #print (name)

1362 cv = RepeatedStratifiedKFold(n_splits=10, n_repeats=3,
1363 random_ state=42)

1364 for score in ['roc_auc', "fl", "precision",

1365 "recall", "accuracy"]:

1366 cvs = cross_val_ score(model, X, vy,

1367 scoring=score , cv=cv, n_ jobs=—1,
1368 error_score='raise’ ). mean()

1360 print(score + " : "+ str(cvs))

1370 #print (cvsl)

1371 print( ’\n’)

w2 pyplot.boxplot(results , labels=names, showmeans=True)
us pyplot.show ()

we 0.4 Deep learning for Multi-classes

ws  import numpy as np # linear algebra

we import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
w7 from sklearn.model selection import train_test_split

ws from sklearn.preprocessing import MinMaxScaler

v from keras.models import Model

o from keras.layers import Input

s import seaborn as sns

s from keras.layers.core import Activation, Dropout, Dense

sz from sklearn import preprocessing

e from sklearn.metrics import confusion_matrix

s from sklearn.metrics import classification_ report

s import numpy as np # linear algebra

vy import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv)
e from sklearn.model selection import train_test_split

s import sys

1o import os

o from math import log
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132 import scipy as sp

s from imblearn.over_sampling import RandomOverSampler, SMOTE

1 from imblearn.under_sampling import RandomUnderSampler

1395

16 import matplotlib.pyplot as plt

ur from keras.optimizers import SGD

s import tensorflow as tf

uo from keras.models import Sequential

uo from keras.layers import Dropout, Dense, ConvlD, Flatten, MaxPoolinglD
un from sklearn.model selection import train_test_split

ue from sklearn.datasets import load_ iris

ui  from numpy import unique

ua from keras.layers import Dense, Input, LSTM, Dropout, SimpleRNN,

us Embedding, Reshape

us from sklearn.metrics import confusion_matrix

ur from collections import Counter

1408

uo df = pd.read_csv(’/Users/abdullah/Desktop/Folder/

uo  Research/Vulnerability Research/Vul_ Datasets/Code_Metrics_ Datasets/
un Multi—Classes /PU_Dataset. csv )

w2 dfl = pd.read_csv(’/Users/abdullah/Desktop/Folder/

s Research/Vulnerability  Research/Vul_Datasets/Code_Metrics_Datasets/
uie  Multi—Classes /cwell9  GCDFile. csv )

ws df2 = pd.read_csv(’/Users/abdullah/Desktop/Folder/

us  Research/Vulnerability _Research/Vul_Datasets/Code_Metrics_Datasets/
wr - Multi—Classes /cwe399_ cgd.csv )

ws df3 = pd.read_csv(’/Users/abdullah/Desktop/Folder/

uo  Research/Vulnerability Research/Vul_Datasets/Code_Metrics_ Datasets/
uo  Multi—Classes /API_function_call.csv’)

wn df4 = pd.read_csv(’/Users/abdullah/Desktop/Folder/

uz Research/Vulnerability Research/Vul Datasets/Code_Metrics_Datasets/
w3 Multi—Classes /Array_usage.csv’)

uws df5 = pd.read_csv(’/Users/abdullah/Desktop/Folder/

uws  Research/Vulnerability Research/Vul_Datasets/Code_Metrics_Datasets/
ws Multi—Classes/Arithmetic__expression.csv’)

1427

1428

1429

1430

1431

1432

ui  import matplotlib.pyplot as plt

uw df.columns

1435

1436

uy  sns.countplot (x="IsVulnerable’, data=df)

1438

wew X = df[[ Lines_Of Program’,’Physic_Lines’,

1440 'nl_Number_Of Distinct_ Operators’,

1441 'n2_ Number_Of Distinct_ Operands’, ’n_ Program_ Vocabulary’,
1442 "N1_Total Number Of Operators’, N2 Total Number_ Of Operands’,
1443 "N__Program_ Length’,’B_ Number_ of Delivered_ Bugs 1,

1444 "B__Number_of Delivered_Bugs_ 27,

1445 "D_ Difficulty ’,’E_ Effort’,’T_Time_ Required_To_ Program’
1446 "V_Volume’,’ N_ Calculated_Program_ Length’,

1447 "McCab_Number’ ]]. values

1448

1449

uo y= df[’IsVulnerable’]. values

1451
1452

1453

use print(len(y))
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1455
1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471
1472
1473
1474
1475
1476
1477
1478
1479
1480
1481
1482
1483
1484
1485
1486
1487
1488
1489
1490
1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516
1517

1518

import matplotlib.pyplot as pltl
dfl.columns
sns.countplot (x="IsVulnerable’, data=dfl)

X1 = df1[[ 'Lines_ Of Program’,’'Physic_Lines’,
'nl_Number_Of Distinct_ Operators’,

'n2__Number_ Of Distinct_ Operands’, ’n_ Program_ Vocabulary’,

"N1_Total Number Of Operators’, N2 Total Number_ Of Operands’,
"N__Program_ Length’,’B_ Number_of Delivered Bugs 1,

"B__Number_ of Delivered_Bugs 2’ ,’D_ Difficulty ’,

"E__Effort’,’T_Time_Required_To_ Program’,’V_ Volume’

’_N_ Calculated Program_Length’, "McCab_Number’]].

yl= dfl1[’IsVulnerable’]. values

print (len(yl))

X2 = df2 [[ 'Lines_ Of Program’,’Physic_Lines’,
'nl__Number_Of_ Distinct_ Operators’,

'n2_ Number_ Of Distinct_ Operands’, ’n_ Program_ Vocabulary ’,

values

"N1_Total Number_Of Operators’,  N2_Total Number_Of Operands’,
"N_ Program_ Length’ , ’B_ Number_ of Delivered_Bugs_ 1",
"B__Number_of Delivered__Bugs 2’, 'D_ Difficulty’,’E_ Effort’,

"T_Time_ Required_To_ Program’,’V_ Volume’ ,

’__N_ Calculated_Program_Length’, ’McCab_Number’ | ].

y2= df2[’IsVulnerable’]. values

print(len(y2))

X3 = df3[[ 'Lines_Of Program’,’Physic_ Lines’,
'nl_Number_Of Distinct_ Operators’,

'n2__Number_Of Distinct_ Operands’, 'n_ Program_ Vocabulary ',

values

"N1_Total Number Of Operators’, N2_Total Number_Of Operands’,
"N_ Program_ Length’ , ’B_ Number_ of Delivered_Bugs_ 1",

"B__Number_ of Delivered_Bugs_2’,’D_ Difficulty’, E_ Effort’,

"T_Time_ Required__To_Program’,’V_ Volume’ ,

’_N_ Calculated__Program_ Length >, "McCab_ Number’ ] ] .

y3= df3[’IsVulnerable’]. values

print (len(y3))

values
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1519
1520
1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538
1539
1540
1541
1542
1543
1544
1545
1546
1547
1548
1549
1550
1551
1552
1553
1554
1555
1556
1557
1558
1559
1560

1561
1562
1563
1564
1565
1566
1567
1568
1569
1570
1571
1572
1573
1574
1575
1576
1577
1578
1579
1580
1581

X4 = df4 [[ 'Lines_ Of Program’,’Physic_Lines’,
'nl_Number_Of Distinct_ Operators’,
'n2_ Number_ Of Distinct_ Operands’, ’n_ Program_ Vocabulary ’,

"N1_Total Number_Of Operators’,  N2_Total Number Of Operands’,

"N_ Program_ Length’ , ’B_ Number_ of Delivered_Bugs_ 1",
"B__Number_of Delivered_Bugs_ 27,

"D__Difficulty ', ’E_ Effort ’,

"T_Time_ Required_To_Program’,’V_ Volume’ ,

’_N_ Calculated__Program_ Length’ , ’McCab_Number’ ]]. values

y4= df4[’IsVulnerable’]. values

X5 = df5 [[ 'Lines_Of_Program’,’Physic_ Lines’,
'nl_Number_Of Distinct_ Operators’,
'n2__Number_Of Distinct_ Operands’, ’n_ Program_ Vocabulary ',
"N1_Total Number Of Operators’,

"N2_Total Number_Of Operands’, N_Program_Length’,
"B__Number_ of Delivered_Bugs_ 17,

"B__Number_of Delivered_Bugs_ 27,

"D__Difficulty ', ’E_ Effort ’,

"T__Time_ Required_To_Program’,’V_ Volume’

’_N_ Calculated__Program_ Length’, ’McCab_Number’ ]]. values

yb= df5[’IsVulnerable’]. values

print(len(y5))

import numpy as np
X=np. concatenate ((X,X1,X2,X3,X4,X5))
y=np.concatenate ((y,yl,y2,y3,y4,v5))

# label _encoder object knows how to understand word labels.
label _encoder = preprocessing.LabelEncoder ()

# FEncode labels in column ’species’
y = label_encoder.fit_transform (y)

counter = Counter (y)
print (counter)

#ros = RandomOuverSampler(sampling_strategy={ 0: 85399,1: 85399},
random__state=42) # String
#X, y = ros. fit_resample (X, y)

#rus = RandomUnderSampler(sampling__strategy={ 0: 3475,1:

3475,2:3475,3:3475 ,4:3475,5:3475,6:3475}, random_ state=42) # String

#X, y = rus. fit_resample (X, y)
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s #smote = SMOTE() #MOTE("minority ")

s #X, y= smote. fit_resample (X, y)

1584

s rus = RandomUnderSampler (sampling_strategy ={0:15000,1:
s 9952 ,3:13603,2:10440,4:7285,5:3475,6:10926} , random_state=42) # String
s X, y = rus.fit_resample(X, y)

1588

1589

1590

s X_ train, X_test, y_train, y_test = train_test_split(X,y,
s test_size=0.33,shuffle=True, random_state=42, stratify=y)
o3 X testl=X_test

1soe X trainl=X train

s y__testl=y_ test

196 y__trainl=y_ train

1597

1598

100 from tensorflow.keras.utils import to_categorical

o y_train = to_ categorical (y_train)

wn  y_test = to__categorical (y_ test)

1602

1603

1604

wos from sklearn.preprocessing import MinMaxScaler

ws scaler = MinMaxScaler ()

wr  scaler. fit (X _train)

1608

e Xtrain_ scaled = scaler.transform (X_train)

o Xtest__scaled = scaler.transform (X__test)

1611

w2 Xtrain_ scaled.shape

1613

1614

s num_ classes = 7

1616

o7 def model VGG16(learning rate=0.001, momentum=0.9):

1618 model = Sequential ()

1619

1620

1621 model.add (ConvlD (64, 2, activation="relu",

1622 input_shape=(X.shape[1l],1)))

1623 model.add (ConvlD (64, 2, activation=’relu’,

1624 kernel initializer="he_ uniform’, padding="same’))
1625 model.add (MaxPoolinglD (pool_size=1))

1626

1627 model.add (ConvlD(128,2, activation="relu’,

1628 kernel initializer="he_uniform’  ,padding='same’))
1629 model.add (ConvliD (128, 2, activation="relu’,

1630 kernel__initializer="he_uniform’,padding=’same’))
1631 model.add (MaxPoolinglD (pool_size=1))

1632

1633 model.add (ConvlD (256, 2, activation="relu’,

1634 kernel initializer="he_uniform’, padding="same’))
1635 model.add (ConvlD (256, 2, activation='relu’,

1636 kernel__initializer="he_uniform’,padding="same’))
1637 model.add (MaxPoolinglD (pool_size=1))

1638

1639 model.add (ConvlD(512,2, activation=’relu’,

1640 kernel initializer="he_ uniform’, padding='same’))
1641 model.add (ConvlD (512, 2, activation=’relu’,

1642 kernel__initializer="he_uniform’ ,padding="same’))
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1643

1644

1645
1646
1647

1648

1649

1650

1651

1652

1653

1654

1655
1656

1657

1658
1659

1660

1661

1662

1663

1664

1665

1666

1667
1668

1669
1670
1671
1672

1673

1674

1675

1676

1677

1678
1679
1680
1681
1682
1683

1684
1685
1686

1687
1688

1689

1690

1691

1692

1693
1694

1695

1696

1697

1698

1699
1700

1701

1702

def

model.add (ConvlD (512, 2, activation="relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (MaxPoolinglD (pool_size=1))

model.add(ConvlD(512,2, activation=’relu’,
kernel__initializer="he_uniform’,padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add(ConvlD (512, 2, activation='relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add (MaxPoolinglD (pool_size=1))

model.add(Flatten ())
#malware_model. add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))

model . add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,
kernel initializer="he_ uniform’))

model.add (Dense (num_ classes, activation=’softmax’))

# compile model

opt = SGD(lr=learning_rate , momentum=momentum )
#malware__model. compile (optimizer=opt,
loss=’categorical_crossentropy’,
metrics=[tf.keras.metrics.Precision (),

tf.keras.metrics.Recall (), ’accuracy’])
model.compile(loss=’"categorical__crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model_VGG19(learning_rate=0.01, momentum=0.9):

model = Sequential ()

model.add(ConvlD (64, 2, activation="relu",
input__shape=(X.shape[1l],1)))

model.add (ConvlD (64, 2, activation=’relu’,
kernel initializer="he_ uniform’, padding="same’))
model . add (MaxPoolinglD (pool size=1))

model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model . add (MaxPooling1D ( pool__size=1))

model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
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1703

1704

1705

1706

1707

1708

1709

1710

1711

1712

1713

1714

1715
1716
1717

1718

1719

1720

1721

1722
1723
1724
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def

model.add (ConvlD (256, 2, activation="relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (MaxPoolinglD (pool_size=1))

model.add(ConvlD(512,2, activation=’relu’,

kernel initializer="he_ uniform’, padding='same’))
model.add(ConvlD (512, 2, activation='relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add (MaxPoolinglD (pool_size=1))

model.add(ConvlD(512,2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (512, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he uniform’,
padding=’same’))

model.add (ConvlD (512, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model . add (MaxPoolinglD (pool__size=1))

model.add (Flatten ())
#malware_model. add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_ uniform’))

model .add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,
kernel initializer="he_uniform’))

model.add (Dense(num_classes, activation=’softmax’))

# compile model

opt = SGD(1lr=learning_rate, momentum=momentum)
#malware__model. compile (optimizer=opt
loss=’categorical_crossentropy’,
metrics=[tf.keras. metrics.Precision (),

tf.keras.metrics.Recall (), ’accuracy’])
model.compile(loss=’"categorical_crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model__AlexNet (learning_rate=0.01, momentum=0.9):
model = Sequential ()

model.add(ConvlD (96, 11, activation="relu",
input__shape=(X.shape[1l],1)))
model.add (MaxPoolinglD (pool_size=1))
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1763

1764

1765

1766
1767

1768

1769

1770
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1772
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1817

1818

1819

1820
1821

1822

def

model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model . add (MaxPoolinglD (pool__size=1))

model.add(ConvlD(384,2, activation=’relu’,
kernel initializer="he_uniform’ ,padding='same’))
model.add (ConvlD (384, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (384, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model . add (MaxPoolinglD (pool__size=1))

model.add (Flatten ())
#malware__model. add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))

model .add (Dropout (0.5))

model.add (Dense (4096, activation=’relu’,
kernel initializer="he_uniform’))
model.add (Dropout (0.5))

model.add (Dense (1000, activation="relu’,
kernel__initializer="he_uniform’))

model.add (Dense(num_classes, activation=’softmax’))

# compile model

opt = SGD(lr=learning_rate , momentum=momentum )
#malware__model. compile (optimizer=opt,
loss=’categorical_crossentropy’,
metrics=[tf.keras.metrics.Precision (),

tf.keras.metrics.Recall (), ’accuracy’])
model.compile(loss=’categorical__crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

model Resent (learning rate=0.01, momentum=0.9):

model = Sequential ()

model.add (ConvlD (64, 2, activation="relu",
input_shape=(X.shape[1],1)))

model .add (Dropout (0.5))

model . add (MaxPoolinglD (pool size=1))

model.add(ConvlD (64, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (64, 2, activation=’relu’,
kernel initializer="he_uniform’, padding="same’))
model.add(ConvlD (64, 2, activation=’relu’,
kernel initializer="he_ uniform’ 6 padding="same’))
model.add(ConvlD (64, 2, activation=’relu’,
kernel initializer="he_ uniform’, padding="same’))

model.add (ConvlD(128,2, activation=’relu’,
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kernel__initializer="he_uniform’,padding="same’))
model.add (Dropout (0.5))

model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel initializer="he_uniform’, padding='same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))
model.add(ConvlD(128,2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding=’same’))
model.add (ConvlD (128, 2, activation="relu’,
kernel initializer="he_uniform’, padding="same’))

model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (Dropout (0.5))

model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_ uniform’,padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel__initializer="he_uniform’ ,padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_uniform’, padding='same’))
model.add (ConvlD (256, 2, activation=’relu’,
kernel__initializer="he_uniform’, padding=’same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel initializer="he_ uniform’, padding="same’))
model.add (ConvlD (256, 2, activation="relu’,
kernel__initializer="he_uniform’,padding="same’))

model.add(ConvlD(512,2, activation=’relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (Dropout (0.5))

model.add (ConvliD (512, 2, activation="relu’,
kernel__initializer="he_uniform’,padding=’same’))
model.add (ConvlD (512, 2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
model.add (ConvliD (512, 2, activation="relu’,
kernel initializer="he_uniform’ 6 padding="same’))
model.add(ConvlD(512,2, activation=’relu’,
kernel initializer="he_uniform’,padding='same’))
model.add (ConvlD (512, 2, activation="relu’,
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kernel

initializer="he_uniform’ ,padding="same’))

model.add (MaxPoolinglD (pool_size=1))

model.add (Flatten ())
model.add (Dropout (0.5))

model.add (Dense (1000, activation=’relu’,

kernel

initializer="he_ uniform’))

model.add (Dense(num_classes, activation=’softmax’))

# compile model

opt = SGD(1r=learning_rate, momentum=momentum)
#malware__model. compile (optimizer=opt
loss=’categorical_crossentropy’,
metrics=[tf.keras. metrics.Precision (),

tf.keras.metrics.Recall (), ’accuracy’])
model.compile(loss=’categorical__crossentropy’,
optimizer=opt, metrics=["accuracy’])

return model

def model LSTM(learning_rate=0.001, momentum=0.9):

input_layer = Input(shape=(X.shape[1l],1))

convl = ConvlD(filters =35,
kernel size=8,
strides=1,
activation="relu’)(input_layer)
pooll = MaxPoolinglD (pool__size=4)(convl)
Istm1l = LSTM(35)(pooll)
output_layer = Dense(7, activation=’'softmax’)(lstml)
model = Model(inputs=input_layer, outputs=output_layer)
opt = SGD(1r=learning_rate , momentum=momentum )
model . compile(loss="categorical crossentropy ’,
optimizer=opt, metrics=["acc’])

return model

print (unique (y_test))

Vuln_ modell
Vuln_ model2
Vuln_model3
Vuln__model4
Vuln__modelb

y__train_new

y_train_new

= model_VGG16()

= model_VGG19()

= model__AlexNet ()
= model_Resent ()
= model LSTM ()

= np.argmax(y_train, axis=1)

from sklearn.utils import class_ weight
from sklearn.utils import compute_class_weight

class__weights =
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compute_ class_ weight (

class__weight = "balanced",
classes = np.unique(y_train_new),
y = y_train_new

class__weights = dict(zip(np.unique(y_train_new), class_weights))
class__weights

historyl = Vuln_modell. fit (x= Xtrain_scaled ,

y=y_ train ,batch_size=128, epochs=50, verbose=1,
validation_ split=0.33,class_weight=class_weights)

scoresl = Vuln_modell.evaluate (x= Xtest_scaled ,

y=y_ test, verbose=1)

print (’Final Vuln_modell (VGG16) accuracy: ', scoresl[1])

plt.plot (historyl.history [ ’accuracy’])
plt.plot (historyl.history[’val accuracy’])

plt. title ("VGGI16, ,model jaccuracy )

plt.ylabel (’accuracy’)

plt.xlabel(’epoch’)

plt.legend ([ "train’, test’], loc=upper,left’)
plt .show ()

plt.plot (historyl.history[’loss’])
plt.plot (historyl.history[’val loss’])

plt.title (’"VGG16_ model, loss )
plt.ylabel(’loss’)

plt.xlabel(’epoch’)

plt.legend ([ "train’, test’], loc=’upper,left’)
plt .show ()

classes = Vuln_modell. predict (x= Xtest_scaled)
y_classes = classes .argmax(axis=—1)
true_classes = y_test.argmax(axis=—1)

print (classification_report(true_classes, y_classes, digits=6))

cf_matrix = confusion_matrix (true_classes, y_ classes)
print (cf_matrix)

history2 = Vuln_model2. fit (x= Xtrain_scaled , y=y_ train,
batch_size=128, epochs=20, verbose=1,
validation_split=0.33,class__weight=class__weights)

scores2 = Vuln_model2. evaluate (x= Xtest_scaled

y=y_test, verbose=1)

print ('Final ,Vuln_model2,(VGG19) jaccuracy: ', scoresl[1])

import matplotlib.pyplot as plt2
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plt2.plot (history2.history [’ ’accuracy’])
plt2.plot (history2.history[’val_accuracy’])

plt2. title (’VGG19, model jaccuracy ’)

plt2.ylabel (’accuracy’)

plt2.xlabel ( ’epoch’)

plt2.legend ([ "train’, ’test '], loc="upper,left’)
plt2 .show ()

plt2.plot (history2. history[’loss’])
plt2.plot (history2.history[’val_loss’])

plt2. title ("VGG19, model loss ’)
plt2.ylabel(’loss’)

plt2.xlabel ( ’epoch’)

plt2.legend ([ "train’, ’test '], loc="upper, left’)
plt2 .show ()

classes = Vuln_model2. predict (x= Xtest_scaled)
y_classes = classes .argmax(axis=—1)
true_ classes = y_ test.argmax(axis=—1)

print (classification_report(true_classes, y_classes, digits=6))

cf_matrix = confusion_matrix (true_classes, y_ classes)
print (cf_matrix)

import matplotlib.pyplot as plt3

history3 = Vuln_model3. fit (x= Xtrain_scaled , y=y_ train,
batch_size=128, epochs=20, verbose=1,

validation__split =0.33,class__weight=class_ weights)

scores3 = Vuln_model3.evaluate (x= Xtest_scaled

y=y_test, verbose=1)

print ('Final, Vuln_ model3  (AlexNet) accuracy:. ', scores3[1])

plt3.plot (history3 . history [ accuracy’])
plt3.plot (history3.history[’val_accuracy’])

plt3.title (’AlexNet_ model accuracy’)
plt3.ylabel (’accuracy’)

plt3.xlabel ( ’epoch’)

plt3.legend ([ "train’, test '], loc="upper, left’)
plt3 .show ()

plt3.plot (history3.history[’loss’])
plt3.plot (history3 . history[’val loss’])

plt3.title (’AlexNet model loss’)

plt3.ylabel (’loss’)

plt3.xlabel (’epoch’)

plt3.legend ([ "train’, test '], loc="upper,left’)
plt3 .show ()
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classes = Vuln_model3. predict (x= Xtest_scaled)

y_classes = classes.argmax(axis=—1)

true_classes = y_ test.argmax(axis=—1)

print (classification_report (true_classes, y_classes,digits=6))

cf_matrix = confusion_matrix (true_classes, y_ classes)
print (cf_matrix)

import matplotlib.pyplot as plt4d

history4d = Vuln_model4. fit (x= Xtrain_scaled ,
y=y_train, batch_size=128, epochs=20, verbose=1,
validation_split=0.33,class__weight=class__weights)

scoresd = Vuln_modeld. evaluate (x= Xtest_scaled
y=y_test, verbose=1)
print ('Final ,Vuln_model4  (Resent ) accuracy: ', scoresd[1])

plt4.plot (history4.history [ ’accuracy’])
plt4d.plot (history4 . history [ ’val accuracy’])

plt4.title (’Resent model accuracy’)

plt4d.ylabel (’accuracy’)

plt4.xlabel (’epoch’)

plt4.legend ([ "train’, test '], loc="upper, left’)
plt4 .show ()

plt4.plot (history4 . history[’loss’])
plt4d.plot (history4 . history [ ’val loss’])

plt4d.title (’Resent, model loss )
plt4d.ylabel(’loss’)

plt4d . xlabel (’epoch’)

plt4.legend ([ "train’, test '], loc="upper,left’)
plt4 .show ()

classes = Vuln_model4. predict (x= Xtest_scaled)

y_classes = classes.argmax(axis=—1)

true_classes = y_ test.argmax(axis=—1)

print (classification_report (true_classes, y_classes, digits=6))

cf_matrix = confusion_matrix(true_classes, y_classes)
print (cf_matrix)

history5 = Vuln_model5. fit (x= X_train, y=y_train,
batch_size=128, epochs=20, verbose=1,
validation_split=0.33,class__weight=class_weights)
scoresb = Vuln_model5. evaluate (x= X_ test,
y=y_test, verbose=1)

print (’Final Vuln_ model5  (LSTM) accuracy :

)

, scoresb[1])

import matplotlib.pyplot as plth

plt5.plot (history5. history[’acc’])
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a5 plts . plot (history5.history[’val_acc’])

2126

2 plth. title ('LSTM, model jaccuracy ’)

as plts.ylabel (’accuracy’)

229 plts.xlabel (’epoch’)

a3 plth.legend (['train’, test’], loc="upper,left’)
am plts.show ()

2132

23 plt5.plot (history5.history[’loss’])

2 plts.plot (history5.history[’val_loss’])

2135

2 pltd. title ('LSTM model loss )

a2 plts.ylabel(’loss )

a3z plts.xlabel (’epoch”)

a3 plth.legend (['train’, test’], loc="upper,left’)

2140 p1t5 .ShOW()

2141

2142

2wz classes = Vuln_model5. predict (x= X__test)

aee y_classes = classes.argmax(axis=—1)

a5 true_classes = y_ test.argmax(axis=—1)

2146

a7 print (classification_report (true_classes, y_ classes ,digits=6))
2148

2149

2150

ast cf _matrix = confusion__matrix(true_classes, y_classes)
22 print (cf_matrix)

2153

ass  group_names = [’True Neg’,’ False Pos’,’False Neg’, True Pos’]
zss group counts = ["{0:0.0f}".format(value) for value in

2156 cf_matrix. flatten ()]

zsr group_ percentages = ["{0:.2\%}".format(value) for value in
2158 cf_matrix. flatten () /np.sum(cf_matrix)]
ass labels = [f"{v1}\n{v2}\n{v3}" for vl1, v2, v3 in

2160 zip (group_names, group_ counts , group_ percentages )]

2 labels = np.asarray(labels).reshape(2,2)

262 sns . heatmap (c¢f_matrix, annot=labels, fmt=’’, cmap=’Blues’)

2163

2164

2165

2166

267 Vuln__modell.save(’/Users/abdullah /models/Modell.h5 ")
268 Vuln__model2.save(’/Users/abdullah/models/Model2.h5")
a0 Vuln model3.save(’/Users/abdullah /models/Model3.h5 ")
ann Vuln_modeld . save(’/Users/abdullah /models/Modeld . h5 ")
an Vuln_model5.save(’/Users/abdullah /models/Model5.h5 ")
2172

2173

2174

a5 from keras.models import load model

2176

arr # load models from file
ais def load all models(n_models):

2179 all _models = list ()

2180 for i in range(n_models):

2181 # define filename for this ensemble

218 filename = ’/Users/abdullah/models/Model” + str(i+1) + ’.h5’
2183 # load model from file

2184 model = load model(filename)

2185 # add to list of members
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2186 all _models.append (model)

2187 print ( '>loaded \%s’ \% filename)
2188 return all models

2189

2190

a0 # load all models

2120 N__members = 5

20 members = load__all_models (n_members)

20 print (’Loaded \%d, models’ \% len(members))

2195

2196

ner # create stacked model input dataset as outputs from the ensemble
20s def stacked__dataset (members, inputX):

2109 stackX = None

2200 for model in members:

2201 # make prediction

2202 yhat = model. predict (inputX, verbose=0)

2203 # stack predictions into [rows, members, probabilities]
2204 if stackX is None:

2205 stackX = yhat

2206 else:

207 stackX = dstack ((stackX, yhat))

2208 # flatten predictions to [rows, members x probabilities]
2200 stackX = stackX.reshape ((stackX.shape[0],

20 stackX .shape[1l]xstackX.shape[2]))

211 return stack

2212

2213

2214

2215

»e  # fit a model based on the outputs from the ensemble members
217 def fit_stacked model (members, inputX, inputy):

2218 # create dataset using ensemble

2210 stackedX = stacked_dataset (members, inputX)
2220 # fit standalone model

21 model = LogisticRegression ()

2222 model. fit (stackedX , inputy)

2223 return model

2224

2225

me  # fit stacked model using the ensemble

2z from numpy import dstack

228 from sklearn.linear model import LogisticRegression
2o y__test=np.argmax(y_test, axis=1)

2230

2n model = fit_stacked model (members, Xtest_ scaled, y_test)
2232

2233

2234

»s # make a prediction with the stacked model

2236

»w def stacked prediction (members, model, inputX):

238 # create dataset using ensemble

2230 stackedX = stacked__dataset (members, inputX)
2240 # make a prediction

241 yhat = model. predict (stackedX)

2042 return yhat

2243

2 # evaluate model on test set

245 from sklearn.metrics import accuracy_ score

o yhat = stacked_prediction (members, model, Xtest_scaled)
2247

2¢s acc = accuracy_score(y_test, yhat)
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2294

print ( ’Stacked Test Accuracy: \%.3f” \% acc)
print (len(yhat))

)00

y_classes = yhat.argmaz(axis=—1)
true_classes = y_test.argmaz(axis=—1)

print (yhat)

print (y_classes)
print (y_test)

print (true_classes)

for x in range(len(y__classes)):
print (classes [z])

print("++++++")

print (true_classes)

for z in range(len(true_classes)):
print (true__classes [z])

PR

print (classification_report(y_test, yhat,digits=6))

cf_matrix = confusion_matrix(y_test, yhat)
print (cf_matrix)

group_names = [ ’'True Neg’,’ False Pos’,’False Neg’, True Pos’]

group counts = ["{0:0.0f}".format(value) for value in
cf_matrix. flatten ()]

group_percentages = ["{0:.2\%}".format(value) for value in

cf_matrix. flatten () /np.sum(cf_matrix)]
labels = [{f"{vl}\n{v2}\n{v3}" for vl, v2, v3 in
zip (group_names, group_ counts , group_ percentages )]
labels = np.asarray(labels).reshape(2,2)
sns . heatmap (c¢f_matrix, annot=labels, fmt=’’, cmap=’Blues’)
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